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TRANSMISSION CORPORATION OF TELANGANA LIMITED
VIDYUT SOUDHA :: HYDERABAD
Website: www.tstransco.in CIN:U40102T5S20145SGC094248

TSTRANSCO-Cyber Security compliance as per CERC Regulation 2017- Instructions
issued-Reg.

T.0.0.CE/IT&QC/RT.No.427 Dt :- 28.08.2018

Ref:- 1. Lr.No.CGM(HRD)/MPP1/4806/CISC/2017,Dated:06.10.2017.
2. CERC(Communication System for inter-State transmission of electricity)
Regulation 2017.
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In the reference (1) cited, the CE/IT&QC & SE/SLDC were nominated as
Chief Information Security Officer(CISO) & Alternate CISO, respectively for
TSTRANSCO.

The CERC issued “Communication System for Inter-State Transmission of
Electricity Regulation 2017” which came into force w.e.f.01.07.2017.These
Regulations stipulated the roles of SLDC,STU etc. along with Cyber security
aspects to address network security needs.

The Cyber security aspects are comprising of Communication in Transmission
system, SCADA & IT systems and applications.

To enable compliance as per CERC regulations and operationalize Cyber security
guidelines, a Team with the Officers as mentioned below has been formed:

SI.No Officer Role

1 DE/SCADA Team Lead
2 DE/TELECOM/SLDC Member

3 DE/IT Coordinator

The above Team shall carryout the following activities:
(a) Shall report and assist CISO & Alternate CISO.

(b) Shall compile the data of IT infrastructure (Data center, Systems, Backup
Solutions, Communication equipment etc.) of both IT & SLDC wings which
required to be audited.

(c) Shall compile the data of software and application (OS, Databases, Websites,
Programs etc.) of both IT & SLDC wings which required to be audited.
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(d) Shall coordinate with SRPC, Power grid and other agencies for auditing as per
Cyber Security compliance.

(e) Shall apprise CISO & Alternate CISO on meetings, guidelines, instructions etc.
issued by concerned authorities on Cyber security from time to time without
fail.

(f) Shall comply to the instructions/ suggestions issued by CISO & Alternate CISO
from time to time.

(BY ORDER AND IN THE NAME OF TRANSMISSION CORPORATION OF TELANGANA LIMITED)

Sd/-
D.PRABHAKAR RAO
CHAIRMAN & MANAGING DIRECTOR

To

The DE/SCADA/TSTransco/Vidyut Soudha/Hyderabad

The DE/TELECOM/SLDC/TSTransco/Vidyut Soudha/Hyderabad
The DE/IT/TSTransco/Vidyut Soudha/Hyderabad

Copy to:

The CE/SLDC/TSTransco/Vidyut Soudha/Hyderabad

The CE/Telecom/TSTransco/Vidyut Soudha/Hyderabad

The CGM/HRD/TSTransco/Vidyut Soudha/Hyderabad

The SE/SLDC & Alternate CISO/TSTransco/Vidyut Soudha/Hyderabad

The PS to CMD/TSTransco/Vidyut Soudha/Hyderabad

The PS to JMD/Fin.,Comml&HRD/TSTransco/Vidyut Soudha/Hyderabad

The DE/T to Director/Projects and Grid Operation/ TSTransco/Vidyut Soudha/Hyderabad
The DE/T to Director/Transmission/ TSTransco/Vidyut Soudha/Hyderabad

The ADE/T to Director/LIS/ TSTransco/Vidyut Soudha/Hyderabad



